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Q:

A:

Y ou're the security director for alarge multi-Ste educationa network What
problems would you say present the greatest chdlenge for you?

When we look at educationa networks, usualy they fal in two categories. You
have the indtitutes that are geared toward research; you have the indtitutes that are
geared toward the arts and probably the business processes, more than anything
e GeorgiaTechisvery unique. There sagresat ded of entrepreneurship that
we have with GTRI, our research arm, and then we alow alot of autonomy
within the college and the adminidrative units. And then there' sthe residentia
network, where each student has afull two-megabit connection [on which] they’re
alowed to host services for the full four yearsthat they're here. Each of these
services are on multi-user machines, so we have alarge population of servers here
Mog ingtitutions have a centralized management gpproach. Georgia Tech isvery
decentralized. So with that autonomy and decentrdization, establishing policies,
standards and procedures that can enhance the educational process and yet
provide security is definitely a chalenge.

I’ve persondly visited severa hacker and phregker dites. They’re rather scary.

Y ou can download software and create a virus without redly having to be a
programmer. Thereé saso alot of software piracy... That software piracy is done
by just about everyone these days. With the MP3 files for mudic, there are
commercid Stesthat are basicaly guilty of software policy. What can we do to
teach students that that sort of behavior iswrong and insure they’ re not
performing that behavior?

Wi, thisisanew directorate, and as part of our program initiative we re going to
have some educeation and awareness for the campus. Part of that will be not only
attending Psych 1010 courses here, but also going out and hogting seminars and
perhaps adding some policy and procedure for identifying the necessary
congraints that we must place on our computer systlems a Georgia Tech. Inthe
past, we discussed perhgps having awaiver that you sign, any Georgia Tech
employee, student or faculty member, stating that you must adhere to our
computer usage policy. Part of that computer usage policy isidentification of
copyright issues, and within those issues, any vidlations could terminate your
usage here a Georgia Tech. Beyond the policy and the awareness, | think that we
could more proactively scan our systems to prevent this type of activity.

However, that’s a palitica footbal, because if your misson isto enhance the
educationa process, entrepreneurship, and research, on the other hand you are
scanning for a particular type of protocol or piece of software. That's a politica
football that we will be debating here at Georgia Tech in the near future,

That’s an interesting thing you brought up, because it’s not just are you difling
education but how do you see a person’sright to privacy? | know in high schoals,
where the high schoal isin loco parentis, they can search your locker if they need

Herbert Baines 11 page 1
Georgia Tech June 2, 2000



Nationa Security for the 21% Century

2PO2QOZ0O 20

to. By thetime students come here, they're legdly adults. Do we take an in loco
parentis attitude and say we can search your computer? Do students come here
assuming a certain amount of privacy on the computer that may or may not be
true?

...Currently, we don’t search, scan, confiscate any computers or files...
However, with the advent of alot of the viruses we have here, to protect the
Ingtitute and the | egitimate data repositories, we have to take some steps at our
gateways and our borders with our Internet-2 connection and our norma Internet
connection to prevent viruses from impacting the campus. On the lega side of
things, with the advent of MP3 files, aslong as they’ re not copyrighted MP3s,
we' re safe. However, as you' ve seen on the news, there have been plenty of
univergties that have been embroiled in legd battles because of thisand judging
those cases, | think the artists will probably win those cases. We have to show
due diligence here at Georgia Tech. So there will be change on the near horizon.
| cannot make a full prediction weighing the right to privacy and the needs of the
indtitution, whet that final solution will be, but | think we are heading in thet
direction.

So wewill gart tightening up?

Definitely.

Do you have children?

Oh, yes.

How old are they?

13 and 14

How do you teach computer ethicsto your kids?

| try the education and awareness gpproach. | give them guidelines. And they
have ther limits. Aslong asyou stay within the limits, there’sa great dedl of
latitude for you. Sometimes a generic search will pull up apornographic ste. My
daughter went out to look for Barbie dolls, and you can imagine the type of
Barbie dolls that came up on the screen. Every now and then, I’ll do arandom
search through the cache files, and | have afirewall running aso, so some of
those sites kind of caught my attention. We had a discussion, thiswas afamily
discussion about some of the searchesthat are out there. | wasreally hesitant to
put afilter, aweb filter, on our computer because there are some legitimate Sites
out there, and they are teenagers, they talk about it in school. They need to use
their own judgment in alot of cases, and just like Georgia Tech, we want to
empower people as much as possible and dlow them use their judgment as
necessary to maintain computer usage policies here at Georgia Tech, and our
policies a& home.

Do you have palicies a home? Do they understand about software piracy and
MP3files?...A lot of parents haven't thought about that aspect of it. They worry
about the pornographic sites; they don’t worry so much about the fact that their
child may be downloading and keeping files that don't belong to them.

My son and | had a debate about this. MTV advertises their web ste dl the time,
and there happened to be alink to asite, | think in South Africaor Audrdia, a
Mariah Carey ste. And he says, “I’m not violating U.S. laws because I'm
retrieving thisinformation from aforeign country.” We had to revist that issue,

Herbert Baines 11 page 2
Georgia Tech June 2, 2000



Nationa Security for the 21% Century

A copyright violation is copyright violation. | think they have a good
understanding of the issues involved.

Q: He sahandful isn't he. HE sasmart kid. | don't think at his age | would have
sad, “I’'mnot violating U.S. law.” That wouldn’t occur to me.

They tak about these issues in school quite abit. Another issue that dso comes
up within the school system, is plagiarism. With dl the information and resources
available on the Internet, homework can become point and click where the child
doesn't obtain any new knowledge; they' re just rehashing informationthat’s
currently available. So we have quite afew conversations about that. Because of
my schedule, | try to check homework at least two times per week. My wife
checksit in theinterim. That's atask. Because the encyclopedias. . .of the old
days, left alot up to your interpretation. However, there are plenty of opinion
papers on any subject out there. 1t only takes twenty minutes or so and you have a
complete homework assignment, and that aspect, more so than copyright for the
children of today, | think that's a very negative thing.

Q: Y ou mentioned a persond firewal. That'safairly new technology. How doesa
persond firewall work?

Mos of the persond firewdlsthat are available actudly shut off avariety of
common services. It alows the user, the owner of the machine, to establish
connections to any ste. However, during that connection, if there's a service that
needs a response from your system, it will prompt you if you want to dlow that
service to come through. Smple things like pinging sysems. A ping iswhere
you go out and establish just a“hello” to a particular system from your system,
even those type of communications are denied. It's up to the user, the owner of
that compuiter, to dlow the services that are necessary to do the job. Common
services, such as web services, aslong as you initiate them, they are dlowed
through; email, unencrypted, is dlowed through. Any encryption mechanisms
must be authenticated by you. | think that’sarealy good thing. [It's software
based]. There are severa companies out there that really do agood job. The larger
companies, particularly the virus companies, are starting to pay attention because
they are buying out the smdler companies. My only feer isthat the smaler
companies went to great lengths to incorporate features, such aslogging and
auditing mechanisms, alot of which could be redly useful in the corporate
environment to protect some of the resources there because they have centraized
reporting mechanisms. Asthe larger companies obtain the smaler companies,
you run therisk of not being responsive to customer needs. And | think this
technology adds alot of vaue and | would like to seeit flourish in the future.

Q: It's interesting when this distributed denid of service happened againgt eBay,
Amazon.com and other companies, one article | read mentioned that as these
companies get more sophigticated in setting up firewals that prevent them being
used as zombie Sites, that people wanting to do zombie attacks may very well turn
to home computers that are on cable modems or DSL. where they can aggregate
enough bandwidth to make it worthwhile. | presume they’ d have to ping those
computersto identify them, so apersond firewal would protect you being used in
that matter.
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A:

... There are plenty of programs that are out on the web that will scan your
computer and [identify] vulnerabilities that are avallable on your machine A
persond firewall shuts at least 99.9 percent of those services off, so for the
common user or hacker that’ s out there, the computer would appear asif it’s not
onthe Internet a al.

A cybercrimind that’ s frequently singled out in the literature as being particularly
dangerous for private networks is the disgruntled insder, particularly the insider
who isfired from his job or doesn't get the promotion he expects, so re-entersthe
network through a hidden back door. How seriousisthis problem, and what can
you do to neutrdize the threat of the disgruntled insder?

The disgruntled indder, that threet is very, very sgnificant, however the
occurrenceis very, very low. Anytime that you have an employee, particularly in
the network environment or a systems environment, who has numerous accounts,
unless you have a centraized accounting mechanism, they will have accessfor a
period of time as each incident is discovered, and during that interim period, if
they’ re disgruntled and they have the know how, they could wresk havoc upon
that organization. Sometimesit’s not even discovered, and that’ svery, very
unfortunate. Therisk islow, but theimpact is high. Moreimportantly, thething |
see with cybercriminasis the intellectua property that's out there. Most folks
will [say], “you need to Sgn thiswaiver if you come to work for us, you cannot
use this technology in your new position with another corporation.” However,
unless you' re going to have a 24 x 7 bodyguard on that person, that information is
disseminated, and that has potential impact on the corporation also--lost funding,
research activities, those types of things. | think that area of cybercrimina activity
is much more ggnificant than the disgruntled employee.

Encryption, particularly the stlandard private key/public key methodology, isa
means of insuring privacy of files and privacy of communication. However, it
doesrequire redly careful management to be successful. Problems that can occur
are when individuas fall to safeguard their private keys or lose their private keys,
or they leave the indtitution without removing their encrypted files or sharing their
private key. How do you ded with that kind of bleed out that can happen with an
encryption sysem?

That’savery touchy subject. Much like the persond firewdls, persond
encryption mechanisms are readily available, and thereisagreat ded of vduein
that, but it's a shared secret that should be within the organizationd structure.
Especidly when you are encrypting hard drives or you' re Signing legd

documents, there should be a repository that escrows signatures so that you can
decrypt thosefiles later on. However, policy bodies a most educationd
ingtitutions don't understand the methodol ogies behind these types of systems, so
there has to be an educational process that happens here. And here at Georgia
Tech, we have an information security policy group, and what we' re going to do
is bring in some experts, outsde opinions, to brief that group. Anytime you have
OHR [Office of Human Resources], vice presdents, ClOs and CFOs dl in the
same room, there hasto be some leve setting. To establish good policy so that
you can manage effectively, isredly achdlenge. The management of these
systems from the technica point of view isdmogt afarly trivid thing. It's
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implementing a policy that can be adhered to that is the red chalenge of
management of these technologies. | think that as we go down this continuum,

the vendors will start to recognize that and start to facilitate this process more.
Because the average user, even though they can easily download a demo copy of
PGP and encrypt a hard drive, they don’t understand the technology, and to try to
extract data from a drive that’ s been encrypted, especidly after you do something
sample like forget your password, can be an arduous task. | think education and
awarenessis part of the management process, but more importantly | think the
policies and what you can and cannot do with these technologiesis redly very
important.

Q: That's been atopic of controversy isthe government aswell. The government
has been very interested in having a key management system, where private keys
could be escrowed and the government could get at them with a court order.
Some of the concerns that have been expressed about that is you' re then setting
yoursdlf up, with this key management system, asingle point of falure, where if
you are adetermined hacker, you' re going to breek that first because that’s going
to unlock alot of doorsfor you. The question is: who will guard the guardian,
badcdly. If you have akey management system where you're soring keysin a
centrd location, even if you're splitting the keys, can you redly be secure with
that? Would that not be the one place where dl the hackers would tend to go?

A: That would be asingle point of failure in respect to potential threat. However,
mos folks who are dedling with the Internet in any type of volume will have
multiple keys, so that scenario does not exactly fit. Y ou could have akey that's
trusted for say, norma commercid use, then another key that you would use for
some higher leve activity--it depends on your job, your position. | think
certificates will pay ahigher rolein this, because getting away from the persond,
asymmetric type of key where | encrypt afile, | send it to you, you use a public
key to decrypt it, | think the certificate based authentication and access will
probably be the way to go, more so than digita Sgnatures for these type of
activities.

Q: The persond certificate includes an encryption key init. It includes an encrypted
sgnature that saysthat you are who you say you are, 0 you are till getting a
certain leve of encryption. Why isthat more manageable with adigita certificate
than it isjust having your private key?

A: Because you have assurance levels with certificate authorities and certificates and
you have generd use and specific use certificates where you can manage the
lifecycle of those certificates much more effectively without redly impacting the
owner of that information. 'Y ou can have access automated to a certain extent
where even though you could penetrate the certificate authority, those keys would
be of no vaueto an intruder.

Q: The only thing that’s encrypted is the CA [certificate authority] itsdf and your
ggnature, O you' re not encrypting thefiles. Y ou're saying that given the fact
that my digital Sgnature saysthat | anwho | say that | am, you are able to
decrypt it and | am able to encrypt it and vice versa. [We can trust each other.]
Here are my files, because | now trust you, and they’ re not encrypted. Once the
digital certificate discarded, the files would be open to any determined hacker, but
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hopefully if you have a strong certificate program, those files would not be
accessble or the certificate would be renewed or whatever. | think you're right.
That sounds like a better strategy than encrypting alot of files and then forgetting
about them.

A: Any time that you can consolidate your encryption activities, that’s a very good
thing. However, in the case of signing checks and digtributing funds throughout
the Indtitute, that digita Sgnature should be a persona certificate that you present
via PGP, probably. The officid data repostory for the Ingtitute would have to
escrow those keys, and alot of times you have to escrow not only the keys but the
machines that were comparable during their generation, because as machines and
technologies evolve, you may not be able to decrypt. Backward compatibility is
not something most of the vendors are looking & right now.

Q: That isaredly good point, and I'm redly glad you brought that up. | do alot of
work with digita video, and | run into that issue dl thetime. A company will not
even be backward compatible with their own files, and so you are absolutely
right, that’savery critical issue.

Q: Passwords are common security problemsin anetwork. Users tape their
passwords to keyboards or use common words. Pet names are very common, birth
dates. They share their passwords with unauthorized users, and it’s very difficult
to get users to change their passwords frequently. What role does a password
policy play [within adigitd certificate structure?]

A: Passwords will dways have ause as | foresee in the near future because that’ sthe
mechanism that generates alot of the certificates that we have that are currently
available, but physical security is adways an issue when it comes to passwords.
However, with agood password policy, and | think we' ve moved in that direction
at Georgia Tech...The expiration of passwordsin ninety days, which ison the
centra Sde, on our main campus servers, was an excellent ideaand | think has
caused the user some discomfort because they are used to checking their emall
and never changing their password or not even knowing their password. It'sbeen
st up by their customer support representative or one of their locd field service
representatives, and that' s information that they should not have. The user should
be responsible for their own unique password. Aswe move toward certificate-
based applications, that’s going to become increasingly important. A 90-day
password has caused someinitid pain, but now that we are dmost beyond that
initid pain threshold, | think that as the need grows, we can shorten that lifecycle,
so that it becomes second [nature] for the campus to change their passwords. And
not only changing passwordsis important, but insuring that eesily guessable
passwords are not alowed, redundant passwords, where you just add a character
at the end of the current password, those activities are not allowed. Most
inditutions have eight-character passwords. We have gone to 40 alowable and
the longer the password, the better the hash so it’ s less guessable. An additiond
thing that we have that’ s very, very important isastrong K erberos base here, and
with K erberos, as we move to a public key infrastructure, that’s a very, very good
foundation. And aswe will seein the future, some of the policieswe are
implementing will help us succeed.

Herbert Baines 111 page 6
Georgia Tech June 2, 2000



Nationa Security for the 21% Century

Q:

One of the issues I’ ve got with the long passwords. | have afew passwords that
areredly long, with letters and numbers mixed, and | have agreat ded of
difficulty remembering them. Because| don’'t want to tape them to my computer,
| have to have a password file on my computer, and | have to go there and look up
the password. It'sredly panful. A 40-letter password can be virtudly
uncrackable, but it can dso be virtualy unrememberable

The way that most end users should balance that is to come up with passwords
that are phrases...Y ou can remember a phrase reasonably up to about twenty
charactersor s0. If you have afavorite poem or something, just typein the first
[phrase] of that and subgtitute, as appropriate, with some uppercase and numeric
symbals. I’ ve found that to be useful. However, from the corporate or ingtitute
standpoint, we' re looking a some vendor packages where aslong as you can
authenticate yourself with asingle password, you' |l have accessto multiple
sysems a different levels, you'll fill only have to retain that single password. So
we re tying to consolidate that as much as possible. It's not asingle sgn-on
because a Sngle sgn-on, one password gets you direct accessto dl of the
sysems. Thisisan interim gpproach. Y ou will have to know the passwords for
the other systems, but only once. Aslong as you retain the password you can
change the other passwords. So single sgn-on isa scary thing because physica
Security is very, very important. If you write down the password and somebody
happens to walk by that, you have access to your financia records, your persona
records and dl of the systems you have access to.

Onething that isinteresting with the Internet is that we are practicaly living on
computers these days, and the things we used to do physicdly, we re not doing
physcaly any more. A lot of people no longer St down at the sart of each month
and write checks. A lot of people never go to the store. | see advertisementson
televison to do your grocery shopping online. | know the secure socket layer is
used, and they establish a sesson key and encrypt that sesson, but ba anced
againg that, you do hear of large-scale thefts of stored credit card numbers. How
safeisit to do atransaction on the web these days?

| think that the American public as awhole has been somewhat duped by online
shopping. All the emphasisis on the trangport between your connection, inputting
your information to a server, and as long as that connection is safe, which ninety
percent of them are, then with some assurance you can say that your transaction is
legitimate. However the data repository that it's stored on, that is the key issue,
and that’ s the issue that’ s hardly ever addressed until you read that 400,000
accounts were stolen. The government will eventualy move toward establishing
standards on the online repositories. If you're going to be an online repository,
you'll have to meet some standards. Because currently with DS, with generd
modem connections, you can establish your own company in your basement and
there are no laws preventing you from sharing that, and if you have poor security,
you can be as duped as easily as someone d<e... There has to be some type of
legidation that occurs within the next two years, not to stem the tide of e-
commerce, but to redly enhance the rdiability of e-commerce. When you get e-
commerce and government together and try to establish alaw, that can bea
chalenge. However | think that it'slong overdue
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Q: What do you think about biometric authentication devices? They're [darting to
be] heavily used in airports. Once you' ve been authenticated by the ticket agent
and you have been identified physically to be who you are, then they use your
pam print or your finger print to let you into your gate. | think that’s probably a
useful thing for preventing someone for subdtituting for you before you get to the
gate. Do they have a use beyond airport security?

A: Biometric devices will be proliferated in the very near future, because anytime a
magor vendor such as Dell or Compaqg announces that they are going to be
incorporating that device, then it seadlly proliferated. | think that the PCs for
better or worse-- there have been arguments onthe Mac side, on the Unix side--
but the PC redly drives the functiondity in our society... And the PC vendors are
moving into biometrics. That'sa good thing; it adds another level of security. But
the fallacy behind it is once your biometric is encoded, to go back to the data
repogitory, it'sjust ahash. Some systems have strong hashes, encryption for that
particular thumbprint, or fingerprint, even theiris. Onceit'sthere, it'sthere.

Y ou attack the repository and you get access [to that fingerprint]. It's pretty
difficult to go to the airport and substitute a fingerprint. Y ou can’t be backward
compatible. However, the use of abiometric, if it's going to be beyond aphysica
presence, and give you access to other devices, other systems, | think that the
repository becomes very, very important.

Q: ..30 it could actudly get very dangerousif | put everything behind a fingerprint,
then anybody steding my fingerprint would go way beyond one sngle failure
with a credit card to just about everything | own. It could be very dangerous.

Q: How do we baance our firewa | use againgt the free access to the world wide web
We dlow awide range of services[at Georgia Tech]. We have numerous chat
lines available on campus, and they're extremely useful.  In fact, we useit at the
library for real-time reference. We have tons of emalil, lots of web servers. Can we
put al that behind afirewal?

A: Firewalling the campus from the generd Internet is possible. It comes with a
very, very high cost. However, we have agreat ded of modem access here on
campus, and that redly defeats the purpose of afirewall. Because with afirewdl,
you are basicaly establishing the position that you trust anyone insde the
firewdl. With this campus, that is not doable. That is one of the predominant
reasons for not usng afirewdl on this campus. The other issue here is Georgia
Tech is probably the largest user of Internet bandwidth, even more so than e-
commerce companies. E-commerce must support web access, and that bandwidth
is manageable. However, when we have ResNet, several thousand students, many
[hosting] their own services. We are an ISP, there' s no two ways about it. We
have the Internet at large wanting services from Georgia Tech. We have students
that carry more bandwidth across the Internet than some of our centraized
servers, 0 afcentrdized] firewdl on the campus will not happen any times soon.
However, diminating certain ports, for ingance [dl] file sharing on and off
campus would be avery, very bad thing to do because it gives access, even
though Napster sort of circumvents that to agreat extent. Giving access to data
repositories off campusis not the right thing to do, so we' ve taken stepsto
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prevent that. A firewall could be strategically placed to prevent accessto some
of our business units, our enterprise systems, and to a certain extent on ResNet,
because with afirewall we could do some more auditing there. Many of the
agencies that contact us whether they are dot coms or law enforcement agencies,
ninety percent of the requests that we get for information are concerning

violations coming off of ResNet [on-campus student residentia network].

With the residentia network here on campus, | think educationa awareness will
go along way, but to some extent we' re have to take steps to firewal that, either
through a commercia firewall or through a system of redtricting ports. ..

Can you tell me briefly how a sniffer works? A sniffer isatool that hackers use
heavily.

...Once you get attached to a certain segment of the network, usudly on aLAN,
you have the wide area network and the local area network, but usudly in the
local network environment, there' s two types of loca network environments, the
switched environment, where basically your traffic is sent directly to arouter or
switch and no one else on that segment can see your traffic, or a shared
environment, which alot of networks are these days, where everyone on a
network sees everyone else' s traffic going to ahub or router or switch. That's
where asniffer redly comesin, because currently alot of gpplications are clear
text, o if I'm able to establish a connectionto a LAN and put my network device
in promiscuous mode, this alows meto absorb information, then | can log it or
put it through a series of programs, analyze that, check for passwords, check for
certain types of datafiles, | think hackers have used that very successfully,
however as technology evolves then the use of the sniffer, [whether hardware or
software-based] should be decreasing. We ' re taking steps toward that at Georgia
Tech.

What is spoofing? How do you spoof an address?

The spoof atack. That's an attack where | make my machine, whether it son a
local site or aremote Site, gppear to be your machine. Each machine hasan IP
address, that's a series of numbers, eight octets, that' s assigned to a specific
machine. There saso anetwork card that gives you access to the network that’s
ingaled in the machine, which has aMAC address, Those two addresses are sent
to the network device, usudly arouter or switch. At that router or switch, if you
are not checking for the correct combination to make that that traffic isin fact
coming from your network or if you are only checking for |P addresses, then that
information is available to source through your router or switch to be used in
denia of service attacks. Here at Georgia Tech, we' ve taken steps [againgt
gpoofing]. To agreat extent, ResNet has played a part in that, because [it hag]
some of the older network equipment out there, and we' re finding [ways| to
enhance that Internet security.

Y ou can spoof an IP address. There' s no way to spoof a MAC address here
it's hard wired, or isthere?

Yes, thereis. When you look at PDAS, or some of the wireless technol ogies thet
are out there, you can change the MAC address. Y ou can stedl someone s MAC
address these days. As soon as you have a piece of the puzzle solved, there sa

Herbert Baines 111 page 9
Georgia Tech June 2, 2000



Nationa Security for the 21% Century

new technology that shiftsthe gray line and you are back a square zero. It'sa
never-ending battle.

Q: Technology evolves daily. Because of that, the only way any of usare going to
find solutions iswith a great deal of cooperation among the commercid Stes,
among the government, among education. What is your thought about this
cooperation and the role that education playsiniit? ...Istha something you see as
akey rolefor academia?

A: Definitely. | think Georgia Tech isin avery unique postion here. Wedo alot of
collaboration with law enforcement, especidly, and that collaboration comes by
way of grants through the Nationa Security Agency, the NSF, we have the
Southeast Regiond Association of Colleges, those type of activities... And with
the dot coms, they contribute funding to Georgia Tech, primarily for our research
cgpabilities. They want some assstance in finding ways to enhance their current
technologies and finding ways to deploy that readily. | think Georgia Techisan
excdllent testbed, because on the one hand we do everything we can to facilitate
entrepreneurship and research, that’s a great thing, but we' re back to the paradigm
of the ligbility that's associated with that. Because we're in a unique position,
there salot of opportunity there. We usudly take every chance we can to
contribute either through research or through some actud project development
GTRI has done some excdllent things with PKI.  And we continue to get offersto
develop some kind of think tank capabilities for some of these agencies there.

Q: What are the three or four key things that someone ought to have in a network
security policy--the broad pieces of a network security policy?

In the broad sense, | think that anytime you look at a network security policy,
which is actudly an information security policy, because the network and
information have collapsed. | used to say it's on the verge of collapsing, now it’s
there. | think the policy in genera needs to be implementable-- the pieces of that
are the awareness programs, policies that address the key enterprise systems. You
have the technica architecture, those policies associated with standards, you can
have the incident response policies and procedures that should be associated there.
And you ds0 have--which is very, very key--the responshilities of each of the
players. Those issues al need to be addressed from the user perspective, the
departmenta or college perspective, and then centraized. We each play apartin
information security, and identifying those roles and establishing the security
policies associated with those rolesis very, very key. That's where we get into the
collaborative process. If we continue down that track, we'll be headed in the right
direction

Q: At the tart of the 21% century, lifeis getting kind of scary. It ssemsevery day a
new virus like the love bug shows up. What | find particularly scary isthat the
people who are perpetrating this are just kids, average Joes, not the mastermind
crimina whose intent | could understand... I'd fedl more secure the attacks would
go away if they fdl within the sandard law enforcement paradigm—there are bad
people who do bad things--but because the world has gotten so gray...it seems
like we' re headed for very scary times. If you could look aheed five years, where
do you think we will be? Are our growing pains going to be redly terrible at the
dart of the information age or are we going to do dl right?
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A: Five years out from now, | think we re going to go in some radicd directions
here. | think we re going to have trusted systems that will have some heavy
legidation and regulation behind them, and we' re going to have generd use
Internet. If you look at Internet-2 right now, it'sapilot project, but if you look at
VPNs|virtud private networks| that corporations have established, | think we |l
have isolationism more than anything else to prevent those activities. The
Internet will evolve into segmented pieces. Anyone who wantsto participate in
the generd use Internet will have a high risk associated with that. | don't think
anybody in the world can legidate that piece. However, | SPs have agreements
that they don’'t even share with themsalves. An ISP that Georgia Tech is dffiliated
with and that Duke is &ffiliated with, if we have some commondity between
Georgia Tech and Duke, we' re going to have to share that policy, because the ISP
doesn’'t share that palicy information among its condtituents. However, because
of that the | SPs with some government mandates could actudly stem thetide. In
fact, they are taking some steps on denid of service attacks and potentialy some
virus protection. The capability has been developed by CISCO as we speak
where their routers and main core switches will have cards that you can insert in
the switch that does the scanning for you for denid of service type of attacks and
other attacks. However, that requires some type of waiver to be signed that will
authorize the monitoring of content. The I1SPs will have that capability, and they
actudly have the power to do that. But the Internet as awhole in the short term. ..
five years from now...I think that we are moving toward isolaionismin abig
way.

Q: We re moving toward isolationism and | agree with you in the context of Internet-
2 and vBNS, and things like that. What about the growing reliance on wireless,
though? | think thet is redly going to explode. We re going to see every car with
a GPS system, probably in the next few years. We re going to see Internet-aware
appliances, particularly those that regulate when your heet isturned on. Most of
those are going to be wirdess, and wirdlessis inherently less secure, isit not?

Q: Wirdessisinherently very insecure. In fact for most wirdess networksthet arein
place now, aslong as you are in proximity, and you have awireless device, you
can actudly join that network, even though you may not have accessto any of the
points that are currently contained in that, but you can gain access to some extent.
The hacker could potentidly inflict some damage on your network. There are
some encryption mechanisms associated with wirdess, but there are no standards
associated with that, so that the wirdess platforms that need to communicate in an
encrypted fashion can't redly do that. PCs, PDAS, they have their own different
way of doingit. | think some standards are on the way, but it’s going to be two or
three years before the industry redly getsthere. Wirelessisgoing to bea
chdlenge. | think that will put us closer to that VPN solution that | talked about
earlier, because with the wireless networks, you want to contain the traffic, and
the technologies that that will be involved in the next two years to support that
will move more and more toward VPN technology.
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Q:

Q20

So do you think we' re going to get a handle on wirdess or do you think we' re
going to evolveinto two societies? We' re going to see the Internet- 2 users doing
the research, and the commercidsjoining in that, and they’ re going to be
segmented and protected while the rest of the world will be lawless and open?
WEe're pretty much there now. We have commodities. Any wireless product is
just going to be acommodity. They will shrink in Sze. Y ou're going to have
three or four of those commodities on your person and have everyday uses for
them. However, if you redly want to get to the core of research, | think the larger
more intimidating computers will dways be around. When | say larger, they may
shrink in size, but not to the Sze of PDA. | just don't think they have enough
power to facilitate research in that fashion. So the hard wire will be there and the
computer will dways be there, but the disposables, PDAS, persond computing
devices will definitely explodein use.

And they’ re going to be pretty insecure?

In the short term, but two or three years out they should be more secure.

Blaine Burnham{Director (1998-2000) Georgia Tech Information Security
Center] talked about the possible use of somebody’ s refrigerator for a denia of
sarvice attack, if the refrigerator is now an Internet-aware device that's
communicating expiration dates to your loca grocery store.

You'll find some users out there, and | use usersin avery loosdly defined way,
actudly developers, who have put their homes up onthe ‘net. Y ou can view
indde their homes, turn on lights, view fish tanks, do wide variety of activitiesin
their home, and you' re contributing to their research as you access their homes,
refocusing cameras and al these type of things. Persondly, | don’ t think | would
expose my persond life on the Internet, but there are some individuas out there
who are redly on the cutting edge, they have wireless devices hemmed inside
their clothes...We were in Cdiforniaon a vendor trip, and we talked to one of the
developers at Sun Microsystems. When | say adeveloper for Sun Microsystems,
it actualy means afredance type person there, they pay him an enormous salary.
He camein, had on ajacket, it was pretty chilly that day, he had an LED display
and he was able to access dl the eectronic devices within the room. He had his
presentation on his computer, and he aso had another computer in another facility
there, and he accessed dl the devicesin hishome and they were visble, we were
ableto seethat, even ping hiscats, if necessary.  We have individuds who are
redly out there in the forefront being innovators. | think anything is possible and
the really good thing about PDAS these days, we are moving more and more
toward technology that is disposable, which isagreet thing, which reduces the
cogt, the speed is getting close to light speed. Imagination and the technology will
be there, so | don't think there's any limits to technology in the future.
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